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PROCEEDI NGS

CHAlI RPERSON KYLE: We have everyone, so |'Il cal
the neeting to order. W have one agenda item which was
tabl ed and referred and rolled over to this neeting from
the last VSP neeting |ast week on Monday, Novenber 3rd.
And we'll go through the staff report on the Agenda Item
the only agenda item Diebold Election Systens,
nodi fications to the AccuVote-TS. And then we'll go after
our staff. And then if the applicant or vendor has any

comments, we'd be happy to hear those at that time. And

then we'll open up for public coment. | do have three
cards as | nentioned. And we'll limt it to 2 or 3
m nutes per person and then we'll act.

So having said that, | would like to invite the

staff to please give us their report.

MS. LI ERMAN:  Good afternoon. My nane is Brianna
Lierman, and | will be speaking as to Diebold Election
Systens, and the nodifications to AccuVote-TS.

Di ebol d El ection Systens has applied for
certification of their G obal Election Managenment System
for VIN 11818, referred to as GEMS, and al so applied for
certification of their firmvare version 44327, and for
nodi fications to their hardware.

They have incorporated a nunber of hardware

nodi fications into their AccuVote-TSx El ectronic Ball ot

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Station. One being they have decreased the overall weight
of the ballot station from 48 pounds to 28 pounds. They
have achieved this by nore fully incorporating the voting
tablet with the voting booth design.

The unit is nowentirely self-contained, a
stand-al one unit, which is transportable |ike a |large
brief case that closes up. And it's transportable with
the rubberized grip at the top of the booth.

A second nmodification is a detachable voting
tablet. When in use the tablet can be set in the cradle
in the voting booth or it can be detached. And it weighs
10 pounds, so it easily rests in a handicap voter's |lap or
held in their hands.

A third hardware nodification is the relocation
of the head set and the key pad. The headset and the key
pad when not in use can be stored in the underside of the
el ectronic ballot station base. When in use the key pad
can be snapped into the matching slot | ocated on the
el ectronic ballot station or it can be held in the voter's
hands.

The headphones can rest on the right-hand privacy
screen -- right-hand privacy panel, excuse ne, and are
pl ugged i nto an audi ojack | ocated at the front of the
voting unit.

There are also a nunber of firmvare nodifications

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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i ncorporated into the AccuVote-TSx El ectronic Ball ot
Station. One being the ability to return to the

i nstruction screen while voting. The voter can do this by
touching the instructions button |ocated on the bottom of
the screen anytine while voting. They can return to the

i nstructions screen any tine they want.

A second nodification is the ability to
self-select the font size while voting. To do this, the
voter returns to the instruction screen, as | just
expl ai ned, by touching the instructions button. They can
choose large size text if they want to.

A third nodification is the ability to
sel f-sel ect the ballot |anguage while voting. The option
to select the ballot |language is first presented once the
voter inserts their voter access card. And they can
change their ballot |anguage selection anytine while
voting again by returning to the instruction screen.

A 4th firmvare nodification is the ability to
sel f-sel ect a high contrast option. And under that
subsection I'd actually like to direct the panel's
attention to page 2 of the report, the second |ine under
Ability To Self-Select Hi gh Contrast Option. \Were it
says, "black on white screen”, it should say, "white on
bl ack screen.™

And that high contrast option again is avail able

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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to the voter to select any tine while voting, again by
returning to the instruction screen

The AccuVote-TSx al so presents an i nproved
summary screen. It's inproved in that the voter does not
just scroll to review their voting options. Once the
bal | ot has been conpletely voted, the voter touches the
"Next" button to advance to the summary screen. On the
sunmary screen they are presented with the voted races.
Voted races are presented in white. Unvoted or
under-voted races are presented in red.

They can touch the races they wish to review,
return to the races to review them change their options,
and then press summary screen when they are done
reviewing -- to return to the summary screen again
reduci ng any need to scroll

A last nodification to the firmvare is a
confirmation for casting ballot option. The voter can
cast their ballot by touching the "cast ballot" button.
An el ection jurisdiction may opt to provide a confirnmation
screen prior to the ballot being finally cast.

The vendor is also bringing forward a number of
software nodifications. Primary areas of change incl ude
fixes in changes to reports, additions of new reports,
additional |ogging capabilities and fixes in changes of

i mport and export utilities.
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Based on the successful conpletion of testing by
both the federal | TAs and by the State technica
consultant, it is the reconmendati on of staff that Diebold
El ection Systens application be approved for use in
California, subject to the standard terns and conditions
for approval .

CHAI RPERSON KYLE: Is that all, Brianna?

MR. LI ERMAN:  Yes.

CHAI RPERSON KYLE: Dawn, do you have anything to
add on the technical aspect?

MS. MEHLHAFF: |If the panel wi shes, |'d be happy
to wal k through sonme of the software changes or the
testing paraneters. But, you know, as Brianna nentioned,
you know, the vendor currently has a certified system
what they call the TS in California.

And this, although they're marketing it and
calling it the TSx, it's essentially a nodification of
that original system The firmware is very simlar
There are some nodifications to it, as Brianna nmentioned.
The GEMS software actually both runs the vendor's old
version, the new version as well as their optical scan.

Those nodifications included -- you know, they
were pretty mnor in the sense that they all owed for sone
extra reporting functions. | nean there are sone. It

allows the jurisdiction to sort by like wite-in nanme and
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different things like that. So nothing really in the
tabul ati on part of it, just nore reporting, sone
functionality added, you know, sonme footers on the bottom
of the reports. Those types of things. Just sone things
that their custoners asked themto do just for
user-friendliness.

And the hardware, as Brianna nentioned, is
packaged a little differently. Basically, it's a lighter
unit is the big difference. And the accessibility keypad
now cl anps on the front. So that's a nice feature that
they did.

But essentially it's a nodification of their
current systemw th you know the basic nodifications that
Bri anna nmentioned. And |I'd be happy to answer specific
guestions or walk you through the testing, if that's what
you were interested in.

CHAI RPERSON KYLE: Let ne ask the panel. Before
we go to either that or comments of the vendor, are there
any questions of Brianna or Dawn?

PANEL MEMBER GUTI ERREZ: | have one question.

CHAlI RPERSON KYLE: Chon.

PANEL MEMBER GUTI ERREZ: The machi ne that you
tested was a fully configured machine. It was not a
production nodel, but it was a real |ive machine?

M5. MEHLHAFF: That's correct. And we actually

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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installed -- part of our testing paranmeters is we're the
ones that -- we'll install the trusted software, which
means we actually obtained the software fromITA in the
sense of the certified version. And we actually w ped
their systemclean and installed it, so that we are
operating froma trusted version and we controlled the
software installation. But, yes, the nodel that they did
is a nodel that they will use in California.

PANEL MEMBER GUTI ERREZ: And it's the nodel that
reflects the slimed down version, 25 pounds?

MS. MEHLHAFF: Correct.

PANEL MEMBER GUTI ERREZ: Thank you.

CHAI RPERSON KYLE: Bernard, any questions?

PANEL MEMBER SORI ANO: Dawn, you said it was the
system before us the TSx is sinply just a nodification of
the current TS voting system which is already approved,
correct?

MS. MEHLHAFF: Correct. Their TS, which if
you' ve seen the docunentation, they refer to it as their
R-6, but in California it's marketed as the AccuVote-TS.
And the TSx is just a nodification of that system

PANEL MEMBER SORI ANO: That's all | have

CHAI RPERSON KYLE: Tony, anything?

PANEL MEMBER M LLER: Yeah, | just have a

question on the staff recomendati on you indicate one of
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the standard terns and conditions resolution to the

write-in section of the procedures. |I'mnot famliar with
what that -- what does that nmean, resolution to the
write-in section of procedures, | apol ogi ze?

MS. MEHLHAFF: Wite-in nmeans that, you know, any
county can use them subject to the Voting Rights Act or no
Modi fications can be nmade. Those are all the standard
recommendations. That first one, the resolution the
write-in section of the procedures, that has been
resol ved.

That's sonething that we found during testing.
And their procedures didn't address it to the satisfaction
of staff and the technical consultant, so we, at the tine
when we were going to present this, that was an
outstanding item The vendor has since made that minor
change. W just asked himto put a sentence in, the
write-in category for advisenent to the county registrar
and how to process them and so that's been resol ved.

PANEL MEMBER M LLER: Thank you.

CHAI RPERSON KYLE: Caren?

PANEL MEMBER DANI ELS- MEADE: No questi ons.

CHAI RPERSON KYLE: M. Mott-Smth.

PANEL MEMBER MOTT-SM TH. |I'minterested in 2
things. One, did you | ook at the firmmvare changes from

t he point of view of the voter? And if so, can you talk

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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about those?

M5. LIERMAN:  You nean in terms of how it better
serves the voter?

PANEL MEMBER MOTT-SM TH:  Yeah. One of the
criteria that we use, aside fromsecurity, accuracy, et
cetera, is the voter friendliness, user friendliness, et
cetera

And there's a series of things that affect the
voter in what we're tal king about here.

MS. LI ERMAN:  Ms. Mehl haff actually tested the
system But in terms of what | read, the ability to
change your options while voting, | think presents a nore
voter friendly system They can change their font size.
A voter nmight select to start within one | anguage while
they're voting, could get to a point where they can't do
it anymore and return and change their option

I don't know if that's what you nmean in terns of
being nore friendly to the voter. Changing the contrast
on the screen while they're voting. These again all |end
to being a nore voter friendly system

Ms. Mehl haff m ght want to add sonet hi ng.

PANEL MEMBER MOTT-SM TH: Okay. |In terns of the
testing, did you have any sense of that?

MS. MEHLHAFF: | nean, like |I nentioned, this

essentially is a nodification to their current unit. So
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besi des the wei ght and sonme other functionality, it's

going to look very simlar. So if a voter -- if a county
is using the current systemand they use this one, | think
in terms of how the voter uses it, | don't really know if

the voter is going to go, "Ch, ny gosh, this is a new
system from what we used last tinme."

There are sone different features as Brianna
mentioned. Probably the nost significant for an actua
voter, currently on that system when you insert the
voter -- basically the voter access card, the card that
the poll worker gives the voter to bring up that
particul ar ballot type. Wat they did for this new unit,
because it is a stand-al one case and booth, there's, for
| ack of better word, kind of a hol ogram where the voter
access card goes into, that shows kind of where the voter
should put it in. So that's kind of a new -- they put a
decal essentially on it to show the voter exactly where to
put it. So as far as a voter -- being nore user friendly
that's a nice feature that they did.

But beyond the things that Brianna mentioned,
don't think I can add nuch to that.

PANEL MEMBER MOTT-SM TH: Okay. And then this is
the first tinme | think we've seen sonething that's gone
t hrough the 2002 federal standards; is that correct?

MS. MEHLHAFF: That is correct.

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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PANEL MEMBER MOTT-SM TH: Can you sunmmri ze what
the differences are or tell us what the differences are in
terms of the testing standards.

MS. MEHLHAFF: It takes the vendors a | ot |onger
I"'msure they'Il tell you that. | know you don't want ne
to get too technical on you. But essentially you have the
1990 standards, and when we talk to -- well | can talk
generally at this point.

But the 1990 standards would all ow vendors to
come forward and test conponents of their systens. So if
t hey just had one minor firnware change, they could
essentially just get that conponent changed, and put that
to the federal I TAs and they would test that and issue it
to NASED and get the NASED nunber and then it would cone
to the State for testing.

One of the big changes at | east froma practica
standpoint for the vendors, is in the 2002 standards,
they're not allowed to do that any longer. So as the
vendor does make a conponent change, the | TAs won't test
just that component. They'll test the entire system

And so if they do just make one change somewhere,
they still have to take the entire systemback in for
testing on the new standards, which has del ayed the
process and caused sone -- a little bit longer tine |ine

for the federal |TAs.
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There are sone very technical changes that they
have to do there. There are sone source code rewites
that have to be done to a new standard a new | anguage t hat
the I TAs aren't recogni zing the ol der versions. And so
they're maki ng them cone in and do sone rewites to source
codes and different things like that. So, you know, and
there's extra security enhancements they have to go
t hrough. The hardware testing is the same in ternms of the
1990 versus the 2002 standards.

So | nean there's a variety of stuff that they
have changed in the 2002 standards, nostly related to
security.

PANEL MEMBER MOTT-SM TH: Thank you.

CHAI RPERSON KYLE: Anything el se?

PANEL MEMBER SORI ANG:  Just to follow up on what
you said, Dawn. Because those standards entail a ful
testing of any nodification then, does that nean the TS
system which originally was certified, needed to go
t hrough regression testing for the full TSx?

M5. MEHLHAFF: Yes. They did go through
regression testing.

PANEL MEMBER SORI ANG: Okay. Thank you.

CHAI RPERSON KYLE: Any comments from the vendor?

MR. KAPLAN. Not at this tinme.

CHAI RPERSON KYLE: Then why don't we take public

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345
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comment s.

The first one is Kim Al exander, California Voting
Foundati on.

Ms. Al exander, we have a podi um and m crophone
over here.

MS. ALEXANDER: Good afternoon

| have a couple of nmy own questions about this
new nodel that's under consideration. First of all, I'm
wondering what the status of the investigation is that was
announced at the | ast neeting | ast Monday, which was the
reason why this itemwas not taken up | ast Monday. So I
was hoping that today we would hear sonme sort of summary
fromthis panel about what happened with the Secretary of
State's investigation into this vendor, Diebold,
installing uncertified software into use in a California
county. So |'m hoping that there will be some di scussion
of that.

I'm al so wondering at what point a voting machine
beconmes a new nodel? It's sort of a philosophica
guestion, but we're tal king about a machine that is
significantly different in its hardware, and it wei ghs
hal f as much as the previous machine. |It's narketed by
the vendor as a different nodel nunber, the TSx.

And | take issue with the characterization of

this machine as sinply being a nodification of the TS. |
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realize that the internal workings of the nachine nay be
significantly the same in terms of the same GEMS software
program bei ng used.

But nmy understanding is that any new nodel for a
voting machine has a nore rigorous testing process than it
needs to go through than sinply a nodification. So |
would Iike to hear fromthe Conmmittee how you distinguish
the differences between a nodification and a new nodel,
which | believe this nmachine does represent a new nodel ?

Thirdly, I'mwondering if there have been any
changes made to Diebold' s software in |ight of recent
studi es that have been done by conputer scientists Johns
Hopki ns University and Rice University, as well as the
report by SAIC, which was comr ssioned through the State
of Maryland, which also is in the process of acquiring
thi s equi pnent.

These studies reveal ed that there were serious
flaws with this voting systemsoftware. And |I'm not aware
whet her the Secretary of State's office here in California
has yet taken any changes or nodifications to Diebold
equi pment that's in use in 14 counties right now in
California, including optical scan systens, based on the
findings of both of those reports that have been out for
several nonths now

I notice that the machine is not here, which al so
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concerns ne, because this panel is being asked to certify
a machine that is not visible for you to see, for you to
pi ck up, for you to inspect with your own eyes. It seens
to me that that should be a routine part of the
certification process that the machi ne be here.

And, in fact, at previous Voting System Panel s
nmeetings, such as when this panel certified the Avante
machi ne for use in Sacranmento, you did have the nodel
here, and you were able to test that nmmchine, and be able
to discover that it did work the way that staff was
reporting that it did.

Finally, I amdisnmayed to hear fromthe staff
report that there was no mention what soever of whether the
new AccuVot e- TSx nachine is capabl e of producing any kind
of printed ballot image for the digital ballots that are
cast on this machine. This is not yet a certification
requi renment for California, but it is a requirenment, as
you all know, for acquiring funding through the Prop 41
Voti ng Moderni zati on Bond Act, which provides $200 nillion
in State matching funds to counties that acquire nore
nodern voting systens.

And the Voting Mbdernization Board has deci ded
that the | anguage inside Prop 41 was not as strict as
sonme, including nyself, believed that it would be. But

they did say that the machi nes that get Prop 41 funding
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nmust be capable of printing a paper ballot inmage for every
digital ballot cast. And that Voting Mdernization Board
is relying on this Voting Systens Panel to check and make
sure that that's happening. And if it's not part of the
certification procedures, if part of your testing doesn't
i ncl ude meking sure that these machines are, in fact,
capabl e of printing a paper ballot inmage for every digita
bal I ot cast, and |I'm not tal king about voter-verified
printing at the tinme that the polls are open while the
voter is present, | nmean after the fact.

Even that mni mrum standard of a paper trail, as
far as | know, has not been exami ned by the Secretary of
State's staff or if it has, it has not been reported here
t oday.

So | think out of |ooking out for those counties
that are expecting to get those Prop 41 funds, that it is
the responsibility of this Conmttee to ensure that
what ever systens that you do certify will neet the Prop 41
standards as they've been passed by the voters of
California and as they've been interpreted, at a m ni num
by the Voting Systens Panel.

I''m happy to stay up here and hear any responses
or let you take ny questions.

CHAI RPERSON KYLE: Thank you, Kim As usual

good points. | would like to follow up on one of those,
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if I my. Wat is the status of this nmachine being able
to produce a paper trail at the end of the day.

MS. MEHLHAFF: The machine is capable. W did
test that. It does not have the capability -- well, we
did not test for a voter verifiable option. That's not
part of this unit in terms of going through federa
testing.

But in terns of -- the way that the system
resi des, you have the voting booth. You have the tablet.
And to the right there is a | ocked conpartnent with the
tape in there. And it does produce a zero report at the
begi nning of the day. And we tested it also to produce a
zero report -- or a zero report and a sunmary report at
t he cl ose.

And then the system does have the ability to
produce ballot imges for use in the one percent manua
recount.

CHAI RPERSON KYLE: And are you aware of whether
it has the ability to upgrade to a voter verified paper
trail?

MS. MEHLHAFF: |'mnot aware. We did not test
that function, because that was not a part of the
functionality of this system

CHAI RPERSON KYLE: 1'd like to direct that

question to the vendors, if | may.
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MR. KAPLAN: The system can, once it's determ ned
if that is in deed part of the requirenent, it would be an
add-on unit, and the system does have the capability of
produci ng that.

CHAI RPERSON KYLE: Thank you. Anybody el se on
the panel want to follow up on any of that?

PANEL MEMBER M LLER: Yeah, | would like to --
maybe if the vendor can respond to whether or not there's
been any response to the studies, which Ms. Al exander
referred, software changes or whatever in response to
the --

MR. KAPLAN: There are no requirements for
testing currently at the national or at the State | evel of
California for those standards. W have denonstrated
those to Maryland to SAIC and to the Wl e Laboratories,

i ndependent testing authority. They have revi ewed those.
They acknow edge that they work, but there's no specific
standard that all the vendors have been tested to on
those. But we have incorporated those and so denonstrated
t hem

PANEL MEMBER M LLER: Thank you.

CHAI RPERSON KYLE: Kim we'll answer your
guestion on the status of the investigation a little
later.

M5. ALEXANDER: Thank you.
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CHAI RPERSON KYLE: Thank you.

M. Joseph Hol der.

MR. HOLDER: Good afternoon

Is this working?

CHAI RPERSON KYLE: It's working.

MR. HOLDER: | attended October 9th and then
came up here last week, and | nmissed the neeting because
it was so fast.

I'"'mglad that Kimbrought up the points that she
made. She did bring up the itens of the SAIC report and
Johns Hopkins report. | did have some questions because
the Seattle Tines ran an article |ast week regarding
the -- they just had a new el ections director up there in
King County. And he inplenmented sonme i medi ate steps
before their primary and then their -- in Septenber then
al so their Novenber el ection.

I didn't hear anything again today addressing any
i ssues regardi ng these security things. | just heard that
there's not requirenments set in place for testing for
checking for these securities, which is currently in place
in California. And |I'msurprised to hear that.

| do have sone questions that | did cone prepared
with., Especially with this being the TSx is supposed to
be a nodification of TS. And TS is part of an integrated

voting system And so that if you alter one conponent of
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that, you have to be influencing all conponents of that.

VWhat | wonder is since any electronic voting
system must be considered and eval uated as a whol e, not
just as individual conponents, what actions has the
Secretary of State's office taken to address the known
security issues that were contained in the SAIC report and
in the Johns Hopkins' report regarding the Diebold Voting
Syst enf?

And in what specific ways does the TSx system
bei ng submtted for certification, address those issues?

What steps has the Secretary of State's office
taken to address the issue that the GEMS dat abase, which
is part of the TS and the TSx system proposed, can be
accessed via Mcrosoft Access, which was also admitted to
| ast week by the director of the elections up in
WAashi ngton State?

The Johns Hopkins report and the SAIC report
listed sone critical security issues that related to the
entire process in various stages at which things could be
altered and which things may not be accurately reported or
recorded. And |I've not heard anything regarding that.

| also do not know -- | was under the
understandi ng that the TSx al so gave the capability of
wirel ess transmi ssion of the data contained at the ball ot

station. And | would like to knowis that a fact with the
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systemthat is being asked to be certified here or not?

The other thing that Kim brought up, I'mglad
t hat she brought it up, and that was the Prop 41 issue.

There were sonme new sections of the Code that
were added by that proposition. And it did call for sone
things. And under Section 19370, it did call for that at
the end of the polling. At the close of the polls, there
was supposed to be reports printed out and not just a
general tally of the total votes, which would be conpared
to how many voters were voting that day.

But it also calls for that there is supposed to
be a printout of the actual votes for each candidate for
each neasure by that system And |I'm wondering is that
currently part of the certification for this? Ws that
tested? And are those capabilities in this new TSx?

And the other issue then that was raised is if
counties start buying these machi nes now and they do not
have features that are probably going to be required | ater
under the El ections Conmi ssion that will be forned, are we
not then asking the counties later on to add on additiona
costs that they may not have budgeted for?

CHAlI RPERSON KYLE: M. Holder, that's been five
mnutes -- if you have one nore question, that's fine.

MR. HOLDER: No. | have that -- also, the other

problem | have is that it's been difficult, and I'mjust
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wondering can the panel or can the Secretary of State's
of fice have available on their web site some of the
i nformati on that has been submtted by various vendors in
order to get applications through so that there can be
revi ew?

Part of the applicationis to fill out a form and
to give detailed details of what the changes will be that
they are proposing for the new nodification. And |I've not
been able to see that yet.

CHAI RPERSON KYLE: Thank you. Those are al
interesting questions. The last point is a good one. As
is the concerns for the counties' future finances, which
is sonething we grapple with every day. |n our
considerations, it's just about everything, including
el ection systens.

Does anyone on the panel want to pursue any of
t hose questions?

PANEL MEMBER M LLER: M. Chairman, if | could
ask staff to respond to any of the points raised by M.

Hol der if they would wi sh.

MS. MEHLHAFF: Certainly. In terns of the data
transfer, the system-- the data vote tallies are sent
fromthe DREs, either fromdirect nmodem or from physically
transferring the result cards.

CHAlI RPERSON KYLE: Does that direct npdem nean
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Wi rel ess?

MS. MEHLHAFF: No. Basically, it would be froma
central unit. And so if they had renote sites, the card
would go to one site or by sites and then they would
transmt the results fromthose sites into the county
office. So it wouldn't be necessarily from each polling
pl ace.

CHAI RPERSON KYLE: How will they be transnmitted?

MS. MEHLHAFF: It would be over a phone |ine.

CHAI RPERSON KYLE: Ckay.

MS. MEHLHAFF: And that's a county security
process that would be involved in terms of secure lines
and those types of things.

In terns of the -- and | can only speak briefly
to the Maryland report and the Johns Hopkins report. But
I can tell you that this nodel that's in front of you
today was tested at the 2002 standards, which required a
detail ed software source code review, under the new
stringent standards, which required an update or a
correction of some of the software engineering problens
that were nmentioned in the Johns Hopkins report.

In terns of some of the fixes in the Maryl and
report, those versions are currently with the federa
I TAs. And so we will not see those until the vendor has

successfully conpleted testing at the federal |evel and
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then brings themto us for use in California, which then
they go through State testing and the whol e process again
on those changes.

PANEL MEMBER M LLER: Ms. Al exander indicated
that it was her belief that there was a difference in the
certification process based on the nodification for any
new system Could you respond to that.

MS. MEHLHAFF: The I TAs essentially make that
determination. And previously what they would do in the
1990 standards is they would just conponent test. They
have received instructions and it nostly only applies to
the hardware folks. But it does apply to software in a
limted degree.

But because the 2002 standards have taken such a
long tinme to wite the reports, and they're just kind of
bei ng i nundat ed, NASED, which is kind of the oversight,
has instructed themthat if it's a mnor -- a really mnor
change, that they could still do conponent testing. But
those would be tested to the 1990 standards. And that's
just kind of a separate issue.

But in terns of nodification testing or the ful
testing, both of these were fully tested by the ITAs. And
it was determined that it was a nodification based upon
the limted functionality changes between the two devi ces.

And that was essentially a consultation with our technica
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consul tant.

CHAI RPERSON KYLE: | think to the |arger question
of what has the SOS agency done? We're at the tail-end of
i ssuing a report that incorporates -- addresses a | ot of
that, separate fromthis.

CHAI RPERSON KYLE: Anything el se?

PANEL MEMBER M LLER:  Thank you, M. Chairman.

CHAI RPERSON KYLE: Any ot her questions?

Did you have any of those in witing?

MR, HOLDER: Any what ?

CHAI RPERSON KYLE: What you asked, did you want
to submit that in witing?

MR, HOLDER: Not t oday.

CHAlI RPERSON KYLE: M. Jim March

MR. MARCH: Hello folks. | have severa
concerns. Thank you for allow ng public input on this
matter.

My first concern revolves -- at what point do
we -- the same question Kim asked. At what point do we
declare a nodification mnor or not? This arises because
the TSx has been described as a m nor nodification to the
TS. Yet, on August the 15th, an Chi o newspaper published
an article in which Diebold spokesman Mark Radke, who's
described as a director of Diebold Election Systens, he

said the following to the newspaper on the code, that
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nmeans the code that John Hopkins university studies, "is a
very very small part of the current code. Diebold s new
AccuVot e- TSx machine is based on totally different source
code. "

So he's saying to this Ohio newspaper, they
rewote every singly part of the software out of the
terminals. And it's being described to your office as a
m nor nodification. That bothers ne.

I am even nore concerned -- back to this again.
First of all, do you intend to release information on what
you were investigating in Al aneda county? What piece of
the Diebold software was used in the field that was
uncertified? Do you intend to release that information?

CHAI RPERSON KYLE: I'Il answer in a second. Do
you want to finish off with your questions.

MR. MARCH. No problem Well, | hope you do.

As to wireless transm ssion of results, that's
al ready happening. | can put you in contact with a
polling place worker who observed results being nodenmed in
with a cellular modemin Marin County over a completely
unapproved hardware. That's why the optical scan changes
still goes to vendor credibility and trustworthiness.
That's conpl etely unapproved and untested hardware.

I want to know what process is in place to nmeke

sure commercial off-the-shelf software remains commerci a

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

27
of f-the-shelf out in the field. There's two nmajor pieces
of software that Diebold has declared to be commercia
of f-the-shelf software that was used in the proposed
voting system

There's W ndows 2000 used on the sane box running
GEMS at the county headquarters. And there's Wndows CE
that's running out on the terminals. Now, a review of
M crosoft technical docunments will tell you that W ndows
CE has to be nodified by the hardware vendor to neet |oca
conditions. Extensively enough, that by ny readi ng of
Federal El ections Conmi ssions, either the 1990 or 2002
regs, Wndows CE cannot be decl ared conmercia
of f-the-shelf software. It can't be. |It's too heavily
nodi fi ed by the vendor.

So if that's not commercial off-the-shelf
software when it was declared to be, that neans that
nobody's checking to see whet her comrercial off-the-shelf
sof tware remai ns commercial and of f-the-shelf or nodified.
And i f nobody's checking, that nmeans nore than 50 percent
of the total code involved in this system on both the
term nals and the central GEMS box are unchecked by
anybody. Mbdre than 50 percent of the code used in this
machi ne only Di ebold knows what's really going on

| have big concerns about that. Very large

concerns.
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A review of the various internal E-mails, which
you all have a best-of collection fromnme, contained in mny
menos of 9/19/03 and 10/16/03, those internal nenos point
to ethical failures on Diebold s part on a scale with
Wor | dCom and Enron or Arthur Andersen

And then to show that nore than 50 percent of the
codes in the termnal -- of the code in the term nals at
the central box are untested, uncertified by anybody, I
have bi g concerns, nassive concerns about that.

And | hope this panel will address that before
certifying this product.

You' re our watchdogs and | truly hope you'll take
that duty seriously.

Thank you very much

CHAI RPERSON KYLE: Thank you, M. March.

Did you give anybody the exanple of your Marin
county exanpl e?

MR, MARCH. No, but | can put you in contact with
the eye-wi tness who observed use of cell phones to nodem
results in froma precinct -- of the Opti Scan terminal. |
can put you in contact with the eye-witness of that within
24 hours. | know who knows them

CHAI RPERSON KYLE: Okay. Thank you.

MR, MARCH. |'d be glad to do that.

Thank you.
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CHAI RPERSON KYLE: Any questions or issues that
M. March raised that the panel would |ike to pursue?

PANEL MEMBER M LLER: M. Chairman, | would Iike
for you to invite the vendor to speak to any of those, if
the vendor would like to.

CHAI RPERSON KYLE: Okay.

MR. KAPLAN: Let nme explain that the --

CHAI RPERSON KYLE: Would you mind comng to the
podi um and al so giving your nane.

MR. KAPLAN: Yes. Frank Kaplan with Diebold
El ecti on Systenms. The AccuVote-TSx has gone through the
conpl ete 2002 standards, which neans all of the |lines of
code were exanm ned and commented, et cetera. The changes
and enhancenents, et cetera, have been exami ned conpletely
by the I TA

There's a reason that it was asked as the first
conpany that's gone through it. It was, | want to say, 9
nonths that it took us to get conpletely through that.
This was an enornous undertaki ng and we've very pleased to
be standi ng before you having gone through all of that.

Qur units -- someone asked if it can printout.
It not only can, it does printout so at the end of the day
every ballot image can be printed off of every unit, just
as it is with the TS unit.

I'"'mnot sure, M. MIller, if you had another
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concern specifically.

PANEL MEMBER M LLER: | just wanted you to
respond to anything that you wished to with respect to the
test and what it presented.

MR, KAPLAN: As far as wireless, we're talking
about 80211(b) or whatever, that is not being brought
before this commttee at this time. 1t's not being
br ought before you.

As far as nodem point-to-point transmn ssion
that is a county option. W currently do it in certain
counties. Oher counties do not. That's a procedura
i ssue, not a technical issue, per se. |It's county
det er m ned.

I can't think of any of the other specifics that
were --

PANEL MEMBER MOTT-SM TH: Just to clarify. So is
it possible that there is wireless communi cation or
transm ssion of election results?

MR. KAPLAN: No, not with these units. None of
t hem have 80211(b) card, even in them

PANEL MEMBER MOTT-SM TH: |s that your
under st andi ng, staff?

M5. MEHLHAFF: That's correct.

CHAI RPERSON KYLE: Thank you.

MR. MARCH:. Can | add one sentence on the record?
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CHAlI RPERSON KYLE: One sentence on the record.

MR. MARCH: |If the Federal |TAs bought Diebold' s
[ine that Wndows CE is commercial off-the-shelf software,
then the | TA made a horrendous ni stake and therefore the
| TA's testing process and thoroughness has to be called
into serious question

Thank you.

CHAI RPERSON KYLE: COkay.

Are there any nore cards out there that weren't
col | ected?

Then | believe there's a staff reconmmendation
before us. And M. MIller | believe you have a proposa
along the lines of accepting that recommendation with
certain conditions.

PANEL MEMBER M LLER: That assumes | can read ny
writing.

Well, | nmove to accept the staff recomrendati on
m nus the issue of the wite-in section of the procedures,
and that has already been responded to, so that's no
| onger an addition, as | understand it.

MS. MEHLHAFF: Correct.

PANEL MEMBER M LLER: But | would add 3 ot her
conditions as part of the notion. "In addition, Condition
nunber 1, Diebold shall pay the Secretary of State the

costs associated with an i ndependent audit of Diebold' s
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hardware, firmmvare, and software, and all counties
currently using or in possession of Diebold Voting
Systens, or any part thereof, to determ ne what is being
used in and whet her each conponent has been certified by
the Secretary of State.”

The second condition to be added, "Diebold nust
cooperate in full with the independent auditors, and the
SOS, Secretary of State, with respect to the independent
audit and the Secretary of State's internal review of the
certification of this system"

And 3, "Diebold must be present at and
participate in the next meeting of the Voting Systens
Panel hearing where the panel reviews the findings of the
i ndependent audit and the Secretary of State's interna
revi ew and makes a determ nation of what, if any,
sanctions are appropriate.™

That concludes ny notion. | would recomrend -- |
woul d nove to accept the reconmendation, but conditioned
on the various conditions set forth by the staff inits
recommendati on and these 3 additional conditions.

My 3 additional conditions are based upon the
fact that, although | apol ogize for not being at the |ast
nmeeting, | read reports and understand that there was an
i ssue raised as to whether or not software had been

install ed that had not been certified in el ections. Now,
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| understand, and this is not part of the notion, this is
di scussion, M. Chairman.

| understand fromthe staff report that there is
no question in the staff's mnd and the consultant's m nd
that the voting systemfor the panel does work, that it's
accurate, that it's reliable, that it neets all of the
various federal and State standards.

But I'mvery concerned if indeed software was
installed and was not certified by this panel. And these
3 conditions that | am suggesting, that |'m noving be
added to the staff recommendati on, respond to those
concerns.

CHAlI RPERSON KYLE: Dawn, don't we have a --
aren't we |ooking at a possible VSP neeting some tine in
nm d- Decenber ?

MS. MEHLHAFF: Yes. We're |ooking at Decenber
16t h.

CHAI RPERSON KYLE: Okay. |Is sonething already --
we have one request already for that date?

MS. MEHLHAFF: Correct.

CHAl RPERSON KYLE: Okay. So I'd just nodify that
to "...participate in the neeting on Decenber 16th."

PANEL MEMBER M LLER: | accept that, M.

Chai rman, as part of the notion

CHAlI RPERSON KYLE: Do | hear a second?
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PANEL MEMBER MOTT- SM TH:  Second.

CHAI RPERSON KYLE: All those in favor of the
noti on?

PANEL MEMBER M LLER: Any further discussion, M.
Chai r man?

CHAI RPERSON KYLE: | want to just say that | know
that you gave this a |ot of consideration, Tony, as have |
and a lot of the nenbers of the panel based on staff
reports, that the review being conducted by the Secretary
of State's office is still ongoing. And we believe that
an audit will help identify any potential problens, clear
up any m sunderstandi ngs and help bring certainty to
sonmething that's a little murky right now.

So we get good recommendations for a conditiona
certification. And then taken with a conclusion of our
internal review and with an independent audit of those
counti es where Diebold Voting Systens exists, we can then
make a determination if any sanctions are appropriate, if
any actions are needed in any direction, and nove forward
fromthere.

MS. ALEXANDER: Can | just ask a clarifying
guestion, Mark.

So you're moving to give Diebold a conditiona
certification?

CHAI RPERSON KYLE: Correct.
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MS. ALEXANDER: Does that nmean that they have to
wai t until Decenber 16th before their machi nes can be
deployed in California counties, these new TSx machi nes?

CHAI RPERSON KYLE: It neans they could be
depl oyed up to the 16th, but by the 16th we'll nake a
determ nati on as whether to go forward.

PANEL MEMBER M LLER: That is the sense of ny
noti on, M. Chairnman

MR. ERDMAN:  |'m Austin Erdman Assi st ant
Regi strar of San Joaquin County. |'mhere to say a few
wor ds about the Diebold s Election System These fol ks,
while they're com ng up here and telling you about
information, these are all perceived problens. These are
not real problens.

Di ebol d has had their election systemin the
United States for | don't know how many years. They've
been conducting elections all across the United States.
They're here now before you to approve a piece of hardware
and software that we're hoping to use.

If you put this on a conditional type of
situation for us, it makes it very difficult to be able to
go to our boards and back to your panel for the funds, the
Proposition 41 funds.

What you're asking is two different things. Does

the software and hardware work? It does. The questions
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that come over here, that's what's perceived, is you were
not notified, the panel was not notified of sonme issues
regar di ng what ever happened. And | don't know what those
i ssues are conpletely. And those are between you and
Di ebol d.

But |'m asking you to reconsider your thoughts
and consider what's going on here and to consider the
realistic situation of we're trying to approve a piece of
hardware and software that | believe and | think it has
been proven across the United States actually worked. |If
t hey have done sonmething wong or there's been a wong in
someway to the panel et cetera, that should be a separate

i ssue. And you guys should address that as a separate

i ssue.

And that's pretty much when you look at this
whole thing, that's the way it is. [It's a perceived
issue. It's not a real issue. The real thing is that

Di ebol d Software has counted correctly, the hardware has
wor ked t hroughout the State and throughout the nation.
And | ask that you take a | ook at that before you nake
t hese deci si ons.

Thank you.

CHAI RPERSON KYLE: Thank you. Would you m nd
spelling your |ast nanme, please E-r-d-ma-n

CHAI RPERSON KYLE: Thank you. Those
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consi derations have been taken by Tony, | know that, by
myself. And they're very inportant to us, very inportant
in deed.

PANEL MEMBER M LLER: If | could add to that, M.
Chairman. If | thought for one nonent that this system
didn't work properly, then | wouldn't have nade the notion
at all, clearly. But I'malso very concerned about the
process and to nmaeke sure that the process is followed so
that we do avoid, down the road, any problem

And if there's a problemhere, | want an
opportunity to find out about it. So that's why I'm
proposi ng, in deed, conditional certification. And
realize the problens that that creates. But this is so
i mpportant that we get it right, that we don't -- | would
rather err on the side of inconvenience and del ay and
whatnot. [It's absolutely inperative that we ensure that
the process is followed and that the systens in deed work
as they are designed and advertised to work.

PANEL MEMBER MOTT-SM TH: |If | can add, | guess a
gquestion to you, Tony. \What | heard you say was that
there were 3 conditions, none of which necessarily delay
t he process.

The first is in an agreenent to participate in an
audit of all of the equipnment at all of the counties in

which there is Diebold equipnent.

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

38
The second is to cooperate in with the auditor as
t hey | ook.

And the third is to appear at a hearing on the

16t h.

Assuming that they agree to do those things, that
seenms to ne to be not a delay at all. AmI misreading
t hat ?

MR, KAPLAN. Can | speak for a noment?

CHAlI RPERSON KYLE: Hold on a second. Let M.
M I1ler respond.

PANEL MEMBER M LLER: | think that's absolutely
correct, M. Mott-Smith

MR, KAPLAN: Yes. W have absolutely no problem

with those 3 conditions. | understand what the counties
are saying. W have a candidate filing 26th -- does
sonebody remenber -- of December? First week of December.

We're dealing with installation. W're dealing
with outreach. We're dealing, as we speak, with staff
training, et cetera.

VWhat | would -- if | could be so bold as to
di scuss. We will certainly -- and we do agree with all 3
of those conditions. W welcone all 3 of those
conditions. For the sake of the counties, | would
strongly recommend that the certification be separate from

that. We will certainly be here at the next neeting. W
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will certainly cooperate, and we will certainly go through
the audit of all of our custonmers. That tied to the
certification -- | personally, and for our conpany, don't
necessarily see that as tied to the certification

W will agree to all of those without any caveats
at all. 1'mjust looking at trying to be able to do what
we need to do and what all of our family here in
California needs to do to successfully conduct the
el ecti ons.

PANEL MEMBER MOTT-SM TH:  And | woul d
characterize that as a pretty strong statement to the
counties that are interested in this, that you intend to
neet those conditions.

MR. KAPLAN. And we do.

PANEL MEMBER M LLER: And one of the conditions

is to pay for the audit. Do | hear you say, representing

the conpany, you will in deed?

MR, KAPLAN: | -- our president is here. | don't
see any reason that we wouldn't. W just -- it's hard to
gi ve you an open -- till we sit down with you and see what

the audit is. But if we're tal king about review ng
everything that's being run in all of our counties,
reviewing all of the hardware, firmvare, et cetera, we
wel come that and we're all in favor of all of that.

And we're hopeful after that, that all vendors
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will step to the plate and have all that done for all of
their systens also. W think that woul d be fabul ous for
all of California.

PANEL MEMBER M LLER: That's comi ng

MR. KAPLAN: Yeah, we appreciate that.

PANEL MEMBER M LLER: Thank you, M. Kapl an

CHAlI RPERSON KYLE: Two comments, M. March and
then the --

MR, MARCH. | would like 30 seconds to respond to
the gentleman from San Joaqui h county.

CHAI RPERSON KYLE: Pl ease.

MR. MARCH. In response to his general concept
that everything is going swimmngly, election night year
2000 in Florida, Al Gore suddenly | ost over 16,000 votes
in a county that were caused by an upl oaded second nenory
card on a Diebold Optical Scan System The menory card
had been copi ed, hacked and upl oaded.

The | oss of those votes caused himto al nost
concede the election. Sonebody figured out the
duplication of menmory cards before that and he revoked his
resignati on speech. And W was rather pissed at that.

But the point is attenpts to hack Di ebold Systens
have happened. Security is an issue that this Board
shoul d be very concerned with. |It's a real world problem

not theoretical
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CHAI RPERSON KYLE: Thank you.

M5. W NSLOW Thank you. M nane is Laura
Wnslow. ['mthe Registrar of Voters in Solano county.
And | would like to agree with the Diebold recomendati on
to keep the certification of this system separate fromthe
i ndependent audit that will be conducted.

If we wait until Decenber 16th to hear a
determ nation on this equipnment, it forces us to postpone
our outreach into the comunities that we have schedul ed
for the nmonth of Decenber.

In Sol ano county, we have not conducted early
voting on any touchscreen system So the voters in our
county are not famliar with touchscreen units. And it is
very inportant for us to be able to get out into the
conmunity as soon as possible with the equi pment we'll be
using, so we can get our voters fanmliar with it and nove
on with our outreach process for the March el ection.

Candi date filing does end on Decenber 5th. And
we will begin setting up our ballot |ayout to put our
ballots together. This also is an integral part of us
movi ng forward with the March primary el ection

So ny personal opinion to separate the
certification of the system here that has been proposed
and tested through I TA, through the federal study, and

everything -- every step of the way has passed in both
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eyes, that | think the issue at hand with the audit should
be kept separate. And | would request that you nove
forward with the certification process.

Thank you.

CHAI RPERSON KYLE: Thank you, nma'am

MS. HENCH: |' m Debbi e Hench, Registrar of Voters
for San Joaquin county.

And the concern for us is we nmake a decision on
Decenber 16th that you guys are going to postpone
certification again, for whatever processes you want to
put in place, we're going to have to look at a different
system for the March primary. Because in Decenber we're
ready to do ballot |ayout for whatever system we're using.

And our election process is integral in the
ball ot | ayout of what system we have to select. At this
point, it's critical for us to have a systemthat we know
we're going to use, instead of having to wait and postpone
it.

If the systemhad failed in any way, none of us
woul d be asking for this. But it passed all certification
requi renments up to the 2002 standards. It didn't pass
under the 1990 standards. So if it's passed all those
i ssues and we're tal king about procedures or something on
that order, | really request that you separate those two

i ssues. Let us know we have a certified systemthat we're
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going to be able to use on election day in March, so we
can plan for that. And then do the audits, set up new
procedures in areas you require them and everyone of us
will follow those.

We just need to know that we're going with which
system and we need to know right away, not in Decenber
when we're doing ballot |ayout.

Thank you.

CHAI RPERSON KYLE: Thank you. Tony, you're
basically suggesting 2 or 3 things fromthemis ny
understandi ng. One, is technical systems okay. Two, go
ahead and certify it to conditional certification though
And that based on the 3 itens you outlined, we would then
review a nunber of the issues, predom nantly procedural
on Decenber 16th. |Is that a good sunmary?

PANEL MEMBER M LLER: Correct.

CHAI RPERSON KYLE: Kim you had anot her point.

MS. ALEXANDER: | appreciate this discussion that
we're having. | think it's very hel pful for everybody
here.

I don't see how these issues can be separated
when certification is the heart and soul of election
security in California, especially in the absence of a
voter-verified paper trail to reinforce and backup digita

ballots. So I don't think that you can separate these
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i ssues.

The 3 counties that are waiting to receive
Di ebol d equi pnent, Kern, San Joaquin and Sol ano al
contracted with this vendor nonths ago, one of themas far
back as a year ago. They originally contracted for the
AccuVote-TS. And after the contracts were signed, the
story changed and suddenly they were instead waiting for
the TSx. And that is why this is an urgent nmatter right
now, because the counties changed the terns of their
contracts after they were signed.

So | really take issue with what |'ve seen over
and over again before the Voting Systens Panel, which is
there's an election conmng up. People are under the gun
The counties need their equipnment. W've got to do this
now, and we just brush over these serious security
probl ems that we have in the state of California.

You cannot not tie these issues together. And
am appal led to think that any vendor in California would
not take heed fromthe Al ameda County Regi strar of Voters
who said to the Gakland Tribune that they were extrenely
di sappointed with the way this vendor perfornmed in their
county.

They said that they were not infornmed -- or they
had been m sinforned, actually was the way that the story

has unfol ded so far. They were m sinforned by the vendor
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that the equi pnent that was being installed in Al ameda had
been certified and had been notified to the Secretary of
State, when, in fact, it had not.

How do we know that this new machine, this new
nodel and the procedures that will acconpany it, will be
any different than what we just saw happen in the nost
hi storic election that we've ever had in California, this
recall election.

We all know sitting in this roomthat if that
mar gi n had been close, if it had not been an 11-point
spread, because of what happened in Al aneda county being
the | argest Denocratically registered county in the State,
if the election had been close and there were questions
about these questions having arisen about Diebold software
in Al ameda, the whole recall election would be called into
guesti on.

We are all breathing a deep sigh of relief that
we're not in that position right now. It's going to
happen again. These vendors are -- this vendor, in
particul ar, we now know in California has installed
uncertified software and does not give me any confidence
to believe that this vendor will change its performance in
the new counties that it brings on when we know that in
Al aneda at |east there's been an issue already.

So | appreciate the notion that M. MIler nade
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and | believe that it is vitally inportant that the
Secretary of State and this panel come to sone clear
resol uti on about the procedures and the certification
process and know that our state's processes are being
foll omed, that we are not Florida, and that we are
following certification procedures the way they were
witten, the way they appear in statutes. And that we do
that before we send anynore of this non-transparent
unaudi t abl e equi pnent into the field in California.

CHAI RPERSON KYLE: Thank you. |'mgoing to allow
one | ast statenment from someone who hasn't spoken

M5. MCPHERSON: |'m Sally MPherson from San
Di ego County. | just want to say that we're being put
between a rock and a hard place here. W have 10, 200
devices that are going to need to cone into our county.
We're already running late on this just because of the
stringent certification requirenments that Diebold faced at
Wle. You know it's getting to the point nowthat it's
actual ly probably al nost inpossible for us.

It's really tough for us to do this right now
We' ve been working for a year. W think we can -- you
know, we think we'll be ready to go for March. To shift
to Decenmber 15th or 16th to optical scan, which would be
our other choice, would be nearly inpossible.

And what |I'mvery fearful of right now is between
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now and the middl e of Decenber we're not going to be able
to do sone of the things that we need to do |ike outreach
training, and so forth getting ready for those things. |
don't know. | think this is putting, particularly our
county, in a very bad position as well as the other
counti es.

| just encourage you to separate these two issues
and go ahead and certify Diebold s system At this point,
I hear fromyou no issues with Diebold s software about
Di ebol d software and | feel that these two issues should
be separat ed.

CHAI RPERSON KYLE: Thank you.

I"'mgoing to call the question. Does anybody on
the panel need to have it rearticul ated?

Al'l those in -- pardon?

PANEL MEMBER MOTT-SM TH:  Any di scussi on on the

panel ?
CHAI RPERSON KYLE: Any discussion on the panel ?
I do have a comment fromthe Secretary of which
"Il reserve till after the vote, having to do with sone

of these itens.

So all those in favor of M. MIller's notion say
aye?

(Ayes.)

CHAlI RPERSON KYLE: Al'l opposed?
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(No.)

CHAI RPERSON KYLE: One no.

And any abstentions?

The ayes have it.

So I"'mgoing to just nake a conment on a
non- agendaed item And it has to do with the concerns
that are raised by sonme of the recent alleged activities.
And I'm going to say all eged pending the conclusion of our
revi ew

But based on sone of the recent activities or
what's perceived to have happened as well as a discussion
internally, externally with the folks interested, the
Secretary's proposing today and will be announcing further
proposals in the near future in conjunction with severa
ot her programs to be rolled out, many of you who have been
waiting for, the follow ng several itens:

One, that when we're done conducting an interna
audit of the voting systens in all of those counties with
Di ebol d equi pnrent that we'll continue on to | ook at those
systems that are currently in use and whether they're
certified in all counties in California. And that will be
taken up successively after we're done with the Diebold
counties first.

Two, that we were going to require that al

counties maintain a log of current versions of their
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hardware, firmmvare and software, what's being used,
i ncl udi ng docunmentation of any installation or
nodi fication of the hardware, firmvare and software
Transmit copies of that log to the Secretary of State's
office at times to be determ ned by the Secretary of State
as appropriate.

Begi nning in 2004, we'll start conducting random
audits of voting systenms throughout the State to ensure
that all hardware, firmvare and software, including any
nodi fications are currently certified for use in
California. And every county will be audited at | east
once during each two-year period.

We're going to ask that as a part of each
certification application, we're going to require the CEO
or the organi zati onal equivalent of the vendor to affirm
under penalty of perjury, that the system or conponent is
certified. The vendor will not nmake any nodification to
the system or conponent wi thout first providing the notice
required by El ection Code Section 19213, and obtai ning
written SOS approval .

And acknow edging the failure to do so nay result
in decertification of the system and possible crimna
penal ti es.

In addition, we're going to require each CEO or

t he organi zational equivalent to execute such a sworn
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statement about all current systens being used in
California.

And currently under review by our agency are
changes to other procedures, and where the State | aw
states specifically, one of themwe're considering
i nposi ng one year or |onger, debarnent of any vendor that
materially violates certification laws. This debarnent
woul d preclude certification of any new system proposed by
that vendor during the debarnment period.

And as | said, there will be other proposals
com ng within the next several weeks.

Wth that, | nmake a notion to close the Voting
Syst ens Panel ?

PANEL MEMBER MOTT-SM TH:  So noved.

CHAI RPERSON KYLE: Any opposed?

The ayes have it.

Thank you all very much for com ng today and for
your statements and comments.

(Thereupon the California Secretary of State's

Voting Systenms and Procedures Panel neeting

adj ourned at 4:15 p.m)
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